Cosmic AES Privacy Policy
Effective Date: October 1, 2019
Cosmic Advanced Engineered Solutions (AES) Inc. (“Company,” “we,” or “us”) respects your privacy
and is committed to protecting it through our compliance with this Privacy Policy (this “Policy”). This
Policy describes the types of information we may collect from you or that you may provide to us when you
visit cosmicaes.com or any other website operated by us (collectively, the “Website”), use the products that
we offer via our online platforms (collectively, a “Platform”) or otherwise in the course of our interactions,
whether online or offline, and our practices for collecting, processing, maintaining, protecting and
disclosing that information. By using the Website and Platform, you agree to the terms of this Policy. Please
read this Policy carefully to understand our policies and practices regarding your information and how we
will treat it. Amendments to this Policy will be posted on our website and will be effective when posted.
Your continued use of the Website and Platforms following posting of any amendment will constitute your
acceptance of that amendment.
This Policy applies to information we collect:
•
•
•
•
•
•

On a Website or via a social network platform;
In email, text and other electronic messages between us;
Through applications you download from a Website;
Digitally or manually at trade shows and other conferences;
Through the products that we offer via our online Platforms;
From any other interactions we may have, whether online or offline, including, without limitation, your
response to any job posting, potential employment opportunity or recruiting communication.
We may collect information about you.

•
•
•
•

We collect several types of information from and about you, including:
Personally Identifiable Information (PII) , such as name, postal address, email address, telephone
number, company and title, each classified as “Personal Information;”
Information about your internet connection, the equipment you use to access the Website or Platforms
and usage details; and
Financial and payment information related to orders placed on a Website.
We collect this information directly from you when you provide it to us or automatically as you navigate
through a Website or Platform. The information we collect on or through our Websites or Platforms or
your other interactions with us, may include:

•
•
•
•
•
•
•

Information that you provide by filling in forms on a Website, entering a contest or promotion,
responding to surveys or reporting a problem with a Website;
Work history and related employment information gathered from you in response to any employment
opportunities or job postings;
Correspondence information, such as name, phone numbers, company and email addresses;
Details of commercial transactions you carry out through a Website or Platform;
Your search queries on a Website or Platform and usage of our imagery finder tools;
The imagery that you view or download via our Platforms;
Suggestions, questions, information, material or other content, collectively “Feedback,” posted on a
Website or Platform.
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We have a lawful basis to collect and process your Personal Information.
We only collect and process Personal Information where we have a lawful basis to do so. Your consent,
fulfillment of the performance of a contract between us or a legitimate interest, such as providing a product
or service to you, protecting our network, monitoring Website and Platform performance or processing and
evaluating job applications, all provide a lawful basis for collecting and processing your information.
We use automatic data collection technologies to collect information about how you use a Website or
Platform.
As you navigate through and interact with our Website or Platforms, we may use automatic data collection
technologies like cookies, web beacons, pixels, as tags and device identifiers to collect certain information
about your equipment, browsing actions and patterns, including:
•
•

Details of your visits to a Website or Platform, including traffic data, location data, logs and other
communication data and the resources that you access and use on a Website or Platform; and
Information about your computer and internet connection, including your IP address, operating system
and browser type.
A cookie (also known as a browser cookie) is a small file placed on the hard drive of your computer. You
can control cookies through your browser settings and other tools. You may refuse to accept browser
cookies by activating the appropriate setting on your browser. However, if you select this setting you may
be unable to access certain parts of a Website or Platform. Unless you have adjusted your browser setting
so that it will refuse cookies, our system will issue cookies when you direct your browser to a Website or
Platform. The information we collect automatically is statistical data and does not include Personal
Information, but we may maintain it or associate it with Personal Information we collect in other ways. This
helps us improve our Websites and Platforms and deliver better and more personalized services, including
by enabling us to recognize you when you return to a Website or Platform.
Specifically, our website uses Google Analytics, a web analytics service provided by Google, Inc.
(“Google”) The Information generated by the cookie about your use of our website (including your IP
address ) will be transmitted to and stored by Google on servers physically located in the United States.
Google will use this information for the purpose of evaluating your use of our website, compiling reports
on website activity for website operators, and providing other services relating to website activity and
internet usage. Google may also transfer this information to third parties where to do so by law, or where
such third parties process the information on Google’s behalf. Google will not associate your IP address
with any other data held by Google. Further information about Google’s privacy policy may be obtained
from http://www.google.com/privacy.html.
Children under the age of 13 may not give us their Personal Information.
The Website and Platforms are not directed at children. We do not knowingly collect Personal Information
from children under 13. If you are under 13, do not provide any information on or through a Website or
Platform or through any features/registration, including your name, address, telephone number, email
address or any screen name or username you may use. If we learn we have collected or received Personal
Information from a child under 13 without verification of parental consent, we will delete that information.
If you believe we might have any information from or about a child under 13, please contact us
at cosmicaesprivacy@cosmicaes.com.
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We use your information for a variety of purposes.
We use information that we collect about you or that you provide to us, including any Personal Information:
•
•
•
•
•
•
•
•
•
•
•

To present a Website or Platform and its contents to you;
To personalize your experience on a Website or Platform;
To promote our products and services to you;
To provide you with information, products or services that you request from us;
To support your use of our Websites, Platforms and other products and services;
To develop and improve our products and services;
To fulfill any other purpose for which you provide it, such as job applicant evaluation;
To enforce our rights arising from any contracts entered into between you and us, including for billing
and collection;
To notify you about changes to a Website, Platform or any products or services we offer or provide
though it;
To comply with any court order, law or legal process;
If we believe disclosure is necessary or appropriate to protect our rights, property, or safety of us, our
customers or others.
We may disclose information we collect, including any Personal Information:

•
•

•
•
•

To our subsidiaries and affiliates;
To contractors, service providers, and other third parties we use to support our business and who are
bound by contractual obligations, including obligations to maintain Adequate Technical and
Organization measures, to protect your Personal Information and use it only for the purposes for which
we disclose it to them;
To comply with a judicial proceeding, court order, or other legal process;
To enforce or protect our rights under applicable law, including without limitation, the Company’s
intellectual property rights; and
To any other entity or organization with your consent.
Choice and Opt-Out
We may contact you, by email or other means. For example, the Company may send you promotional
emails relating to the Company or other third parties the Company feels you would be interested in, or
communicate with you about your use of the Website or Platforms. The Company may also use technology
to alert us via a confirmation email when you open an email from us. We provides you with a choice whether
to receive certain e-mails. You can modify your email notification preferences by clicking the appropriate
link included in the footer of email notifications. If you do not want to receive email, mail, or telephone
calls from us, or have your e-mail address or postal address shared with third parties, you may opt-out of
receiving emails, mail, or telephone calls from us or having your email-address or postal address shared
with third parties. Additionally, we provide you with the opportunity to opt-out of having your Personal
Information used for certain purposes. All opt-out requests can be made by emailing us at
cosmicaesprivacy@cosmicaes.com.
You consent to the use of third party providers.
We may contract with third parties to provide various services to the Company relating to the Website or
Platforms on an outsourced basis rather than performing the services itself. By using the Website or
Platforms, all visitors consent to the Company providing both personal and non-personal information
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received from those visitors to these third-party providers for the purpose of enabling the third-party
provider to provide these outsourced services to the Company. In addition, all visitors consent to the
collection, maintenance, and processing of their personal and non-personal information by the Company
and these third-party providers. Such third parties are prohibited from using your information except to
provide the outsourced services, and they are required to maintain the confidentiality of your information.
We may choose to buy or sell assets. In these types of transactions, user information is typically one of the
transferred business assets. Moreover, if we, or substantially all of our assets, were acquired, or if we go
out of business or enter bankruptcy, user information would be one of the assets that is transferred or
acquired by a third party. You acknowledge that such transfers may occur, and that any acquirer of us or
our assets may continue to use your Personal Information as set forth in this policy.
We do not share your Personal Information for third party marketing purposes.
We may use your Personal Information to market our products and services to you. However, we do not
sell or share your Personal Information for third party marketing purposes unless you give us permission to
do so.
We may transfer Personal Information across borders in accordance with applicable law.
We may transfer your Personal Information to several different countries. We implement legally compliant
and appropriate safeguards to ensure the lawfulness and security of these transfers.
We are not responsible for other websites/links
Certain websites of the Company’s affiliates, promotional partners, advertisers, sponsors, and other third
party websites are accessible through the Website and Platforms. These third party websites have their own
privacy and data collection policies and practices. THE COMPANY IS NOT RESPONSIBLE FOR ANY
ACTIONS OR PRIVACY POLICIES OF SUCH THIRD PARTIES. YOU SHOULD CHECK THE
APPLICABLE PRIVACY POLICIES OF THOSE THIRD PARTIES WHEN PROVIDING PERSONAL
INFORMATION THROUGH LINKED WEBSITES.
We may keep your information for so long as necessary.
In accordance with and as permitted by applicable law and regulations, we will keep your information,
including Personal Information, for so long as necessary to perform the purpose for which it was collected,
or as otherwise needed to operate our business. Even after you stop using our products and services, we
may continue to communicate with you about our products and services, give you important updates that
may affect you, and let you know about products that may interest you, unless you have opted out of
receiving marketing communications. We may also continue to use some of your information for business
purposes and to improve our offerings or in some cases to develop new ones.
You have certain rights regarding your Personal Information.
Where the Company acts as a data controller, you have the right to access the Personal Information we hold
about you in order to verify the Personal Information the Company has collected in respect to you and to
have a general account of our uses of that information. Upon receipt of your written request, where the
Company acts as a data controller we will provide you with a copy of your Personal Information although
in certain limited circumstances, we may not be able to make all relevant information available to you such
as where that information also pertains to another user. In such circumstances we will provide reasons for
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the denial to you upon request. We will endeavor to deal with all requests for access and modifications in
a timely manner.
Where the Company acts as a data controller, we will (i) provide you with mechanisms to update, correct,
delete or add to your Personal Information as appropriate; and (ii) use commercially reasonable efforts to
implement such updates, corrections, deletions or additions as promptly as practicable for the Website and
Platform you are using and for our records. As appropriate, this amended Personal Information will be
transmitted to those parties to which we are permitted to disclose your information. Having accurate
Personal Information about you enables us to give you the best possible service.
In addition, if you are resident in the European Economic Area, under European law you have the following
rights in respect of your Personal Information that we hold:
1. Right of access. You have the right to obtain:
a. confirmation of whether, and where, we are processing your Personal Information;
b. information about the categories of Personal Information we are processing, the purposes
for which we process your Personal Information and information as to how we determine
applicable retention periods;
c. information about the categories of recipients with whom we may share your Personal
Information; and
d. a copy of the Personal Information we hold about you.
2. Right of portability. You have the right, in certain circumstances, to receive a copy of the Personal
Information you have provided to us in a structured, commonly used, machine-readable format that
supports re-use, or to request the transfer of your personal data to another person.
3. Right to rectification. You have the right to obtain rectification of any inaccurate or incomplete
Personal Information we hold about you without undue delay.
4. Right to erasure. You have the right, in some circumstances, to require us to erase your Personal
Information without undue delay if the continued processing of that Personal Information is not
justified.
5. Right to restriction. You have the right, in some circumstances, to require us to limit the purposes
for which we process your Personal Information if the continued processing of Personal
Information in this way is not justified, such as where the accuracy of the Personal Information is
contested by you.
6. Right to object. You have a right to object to any processing based on our legitimate interests where
there are grounds relating to your particular situation. There may be compelling reasons for
continuing to process your Personal Information, and we will assess and inform you if that is the
case. You can object to marketing activities for any reason.
7. If you are resident in France, you also have the right to set guidelines for the retention and
communication of your Personal Information after your death.
8. If you wish to exercise any of these rights, please contact us at the e-mail below.
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9. You also have the right to lodge a complaint to your local data protection authority. Further
information about how to contact your local data protection authority is available at
http://ec.europa.eu/justice/data-protection/bodies/authorities/index_en.htm.
Residents in other jurisdictions may also have similar rights to the above. Please contact us at the email
contact below if you would like to exercise one of these rights, and we will comply with any request to the
extent required under applicable law
If you live in California, you have additional privacy rights.
California Civil Code Section §1798.83 permits users of the Website that are California residents to request
certain information regarding our disclosure of Personal Information to third parties for their direct
marketing purposes. To make a request, please send an email to cosmicaesprivacy@cosmicaes.com or write
us at 985 Space Center Drive, Suite 200, Colorado Springs, CO 80915, Attention: Privacy Officer.
We have implemented measures to protect the security of your Personal Information.
We have implemented appropriate organizational and technical measures designed to secure your Personal
Information from accidental loss and unauthorized access and disclosure. We regularly monitor our systems
in an effort to prevent security breaches. Unfortunately, the transmission of information via the internet is
not completely secure, and we cannot guarantee the security of your Personal Information transmitted to
our Website or Platforms. Any transmission of Personal Information is at your own risk. We are not
responsible for circumvention of any privacy settings or security measures contained on our Websites,
Platforms or in other interactions and communications from you to us.
General
This Policy is governed by the internal substantive laws of the State of Colorado, without regard to any
conflict of laws principals. Jurisdiction for any disputes, controversies, and claims arising under, in
connection with, or out of this Policy shall lie exclusively within the state and federal courts located in
Colorado. If any provision of this Policy is found to be invalid by a court of competent jurisdiction, the
invalidity of such provision shall not affect the validity of the remaining provisions of this Policy, which
shall remain in full force and effect. UNDER NO CIRCUMSTANCES SHALL THE COMPANY HAVE
ANY LIABILITY WHATSOEVER FOR ANY CONSEQUENTIAL, INCIDENTAL, INDIRECT, OR
SPECIAL DAMAGES ARISING OUT OF THIS POLICY, HOWEVER OCCASIONED.
Please contact us if you have any questions or comments about this Privacy Policy.
To ask questions, comments or complaints about this Privacy Policy and our privacy practices, contact us
at cosmicaesprivacy@cosmicaes.com or write us at 985 Space Center Drive, Suite 200, Colorado Springs,
CO 80915, Attention: Privacy Officer.
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